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According to the CNCF Survey 2020, 82% of respondents use 
CI/CD pipelines in production. That’s impressive adoption. 
However, it was also interesting to note in the same survey a 
consistent decline of 9% from 2018 in deployments using a fully 
automated pipeline cycle. Similarly, the survey shows a rise 
among deployments using a hybrid manual and automated 
process (up 20% from 2018). 
This may be a result of the growing complexity of Kubernetes 
environments, which remains the top challenge cited in the survey 
(41%). Not cited in the survey but useful to point out is the fact 
that growing security and regulatory demands make it harder to 
drive faster release cycles into a production environment.  

 All this leads to growing frustration within R&D teams who 
are not able to meet the relentless business demand to ship 
new features faster, driven by the inherent conflict between 
agility and control as noted in a different report, this one 
conducted by Dimensional Insight on behalf of VMware:

Nearly half of the executives surveyed (46%) said the biggest 
impediment to developers is integrating new technology into 
existing systems. Developers, meanwhile, cite waiting for central 
IT to provide access to infrastructure as a top impediment (29%)

In this eBook, we will try to suggest how we can empower 
faster development and testing cycles by democratizing the 
development environment from production. 
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Kubernetes provides a number of options to create a 
more optimized stack between our development and 
production environments in an abstracted way. As we 
can see in the diagram to the right Minikube seems to be 
the most common option in this regard (38%). 

Using on-prem Kubernetes comes in a close second 
(31%) and growing (+8%).  Interestingly enough, a good 
portion of organizations choose not to use Kubernetes 
and instead use plain Docker and Docker-Compose 
(19%), but that seems to be a declining trend. 

Kubernetes 
Environments

Source: CNCF 2020 Survey Report

The top Kubernetes environment are Minikube (37%), on-prem Kubernetes 
installations (31%), and Docker Kubernetes (29%), On-prem Kubernetes installation 
increased to 31% from 23% last year.
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Keeping isolation between our development and production 
environments is a key requirement for obvious reasons. 
According to the CNCF survey, one of the common ways 
users accomplish this is using namespaces (65%, up 7%) as 
well as separating environments into completely separate 
clusters (46%, up 4%). 

Source: CNCF 2020 Survey Report
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Having said that, those different approaches introduce a 
new set of challenges:

Maintaining multiple environments leads to inconsistency 
and lots of duplicate work as we need to maintain multiple 
versions of the same stack, each with its own set of 
permutations and configurations, separate tokens, SSH keys, 
Terraform modules, CI/CD pipelines, etc.
Continuously changing and updating multiple environments 
is also a challenge and requires different processes for each 
development and production environment.  
Things get out of control as we scale with the number of 
users and environments.

This complexity also leads to inefficiency as we often don’t 
have to have the bandwidth to get to the point where we can 
stabilize and optimize those environments.

The complexity of managing different 
versions of the same environments
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Using open source Cloudify, we took the following
 approach to simplify the complexity of 
managing multiple environments:

Decouple the application service from the infrastructure. 
Dynamically match the right infrastructure to the job.
Allow continuous optimization without disrupting the application.

The Solution 
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 Mapping the right infrastructure stack for  development and production environments

This example of Environment as a Service illustrates how 
these approaches can be mapped into a real-world scenario. 
In this use case we use the same Kubernetes stack on two 
classes of infrastructure environments: one optimized for 
production and the other for development.
. 
The production environment is based on a managed 
Kubernetes service (EKS or AKS), a database and a storage 
stack on AWS and Azure. For the development we chose to 
pack the same stack into a single VM or a single VM per 
service as described in the diagram below.
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Zooming in and out of our environment based on hierarchical structure or location
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Managing 
Environments at Scale 

ProductionDevelopment Backup Machine Learning



The example above shows how we can manage a single use 
case. The number of environments grows in direct correlation 
to the scale of the organization.
Managing dozens and thousands of such environments 
poses another degree of management challenges. We took 
the following approach to address this scale challenge: 

1. Use hierarchical environment organization  
Clear separation between cloud and specific 
application environment

Reusability - same cloud setup across many 
deployment environments

Same application environment across multiple 
cloud environments

2. Provide built-in workflows to manage multiple environments 
at the same time and allow the ability to scale, configure, and 
change multiple environments at the same time.

3. Provide visibility to zoom in and out between environments 
based on hierarchical structure and geographical location.

Managing Environments at Scale 
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Development environments, as their name suggests, 
should be optimized to support needs that are specific 
to development, such as troubleshooting and 
debugging tools and faster testing cycles. Those needs 
obviously conflict with production environment needs. 

Therefore using a production environment separated 
by namespaces as a development environment may 
address some of the isolation needs. But, at the same 
time, this defeats the purpose of supporting the 
development needs. 

Optimized for Faster 
Release Cycles and 
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In the example above we chose to run the development stack 
on a single VM or a single VM per service, which provides full 
isolation as well as a deterministic boot time. 

Each environment can be easily recycled and 
decommissioned once complete or once the we have 
reached the time limit that we set for the environment. In this 
way we can avoid having idle systems left up or having 
undesired leftovers on our environment with each test cycle.

Troubleshooting is also easier as we can have direct 
access to the machine that runs our Kubernetes cluster. 
The logs are specific to our environment and test run, and 
therefore we can easily track issues without having to filter 
other concurrent runs. Similarly we don’t accumulate 
“garbage” logs and data into our mission-critical logging 
and database systems. 

You can find the full details on how this works in this post: 
Delivering the Right Infrastructure for the Right Job.

As DevOps teams struggle with deploying Kubernetes at 
scale, Environment as a Service (EaaS) gives us the ability 
to automate the challenges inherent in running cost and 
performance-optimized development and production 
environments with Kubernetes. 

Optimized for Faster Release 
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References: Managing development production example using Cloudify EaaS 

Cloud Native Survey 2020

Kubernetes survey by 247 IT

Delivering the right infrastructure for the right job
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About Cloudify:
Cloudify is an open source, multi-cloud orchestration platform 
featuring a unique ‘Environment as a Service’ technology that has the 
power to connect, automate and manage new & existing 
infrastructure and networking environments of entire application 
pipelines. Using Cloudify, DevOps teams (and infrastructure & 
operations groups) can effortlessly make a swift transition to public 
cloud and cloud-native architecture, and have a consistent way to 
manage all private & public environments. 

As a leading vendor in Gartner’s ‘Market Guide for Infrastructure 
Automation Tools’, Cloudify has a track record of orchestrating 
application delivery as a value stream.


