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What is ?
Cloudify is an open source intent based orchestration service 
that helps DevOps teams turn their existing application and 
infrastructure resources (Terraform, Kubernetes, Ansible, Docker, 
Scripts, etc.) into self service development and production 
environments on any cloud.

Cloudify takes your application configuration, infrastructure 
resources, network configuration, custom workflow and 
scripts and packages them under a declarative automation 
blueprint known as an/the environment blueprint. This 
allows developers or IT operators to create multiple 

Historically, automating an end to end 
environment required writing custom glue code - 
a lot of glue code and pipeline scripts. 

Cloudify EaaS ensures Developer Efficiency by allowing developers to get instant access to their 
development and testing environment through a self service interface. It also ensures Developer 
Consistency between individuals and teams in the way they utilize cloud infrastructure resources 
associated with a particular environment or service across development and production 
environments.

instances of that environment for development, testing, 
staging, and production through a single command just by 
passing the relevant configuration inputs. 

An environment also encapsulates all the workflow and 
day-2 operations associated with that environment such as 
configuration update, or adding or removing services to the 
environment stack and thus making the process of day-2 
operations and continuous updates significantly simpler.

Cloudify Environment as a Service (EaaS) Defined

The Result

Intent Based Orchestration - also known as declarative programming focuses on the definition of the desired state for achieving 
an orchestration goal (The WHAT) rather than the tasks needed to get there (The HOW). 

1

https://cloudify.co/
https://dev.to/ruizb/declarative-vs-imperative-4a7l
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Importing and creating a new self 
service environment 

Using a self service environment 

A 3 Step Approach for 
Creating Your First EaaS
With Cloudify, you can create a self service environment 
tailored to your unique management needs in days, without 
writing tricky glue code or pipeline scripts.

• An environment can be built out of existing Terraform modules, 
AWS Cloud Formation, Azure ARM etc., or a Kubernetes cluster 
etc. The sources for those resources could be a git repo, a URL, 
an external marketplace as well as an offline zip archive. 

• A user can import those resources immediately and publish them 
in the Cloudify environment blueprint catalog as is. Cloudify will 
auto-generate a wrapper YAML based blueprint which wraps 
those resources with a layer that provides consistent input, 
output, and relationship management between those different 
resources.

• A user can also create a composite environment by putting 
together multiple resources into an environment blueprint.

• A developer can create a new environment from a list of 
predefined and  certified environments simply by executing a 
single installation workflow on that environment. 

• The trigger for that installation can be made through a GitOps 
action, CI/CD pipeline or UI, a REST call, a CLI, or GUI.

1

3

2

Updating an existing self service 
environment

 � Updating and applying a Terraform module

 � Updating a Helm chart

 � Updating an Ansible playbook

 � Adding a new service to an existing stack

 � Removing a service from an existing stack

 � In-place upgrade of an existing resource

• Cloudify provides a consistent update workflow across the 
different infrastructure resources that cover:

Figure 1: Three step approach for creating your first environment  

Import existing resources

Create an environment topology

Provision & continuously update
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Cloudify Architecture  
Your Environment. Managed in Days.

Cloudify architecture main building blocks overview

The diagram below describes the 
main building blocks behind the 
Cloudify architecture.

Below is a more detailed description of each of the building blocks in this architecture.

Cloudify provides remote execution and environment 
management services. One of the core concepts behind the 
Cloudify architecture is the ability to fit seamlessly into an 
existing DevOps tool chain and IT environment through tight 
integration with CI/CD tools and ServiceNow. 

Cloudify’s design also allows users to automate their existing 
development and production environment within days rather 
than weeks and months. This is achieved through a rich set 
of built-in plugins and out of the box environments.

Out of the Box 
Plugins and  

Blueprint

Intent Based 
Workflow

Cloudify  
Manager

CI/CD  
Integration

ServiceNow 
Integration

Environment

Figure 2: Cloudify Architecture - main building blocks
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Out of the Box Plugins and Blueprint

Environment 

Out of the box plugins and environment catalog - Cloudify comes with a set of out of the box plugins that 
integrates with a large number of automation frameworks out of the box. Cloudify also comes with a 
predefined set of out of the box environments that will shorten the time it takes to automate an end to end 
environment from weeks and months to hours and days.

The Cloudify Environment DSL (a.k.a Deployment Blueprint) layer defines 
the relationship and dependencies between your environment artifacts in a 
declarative way. It provides a consistent set of workflows for handling the 
provisioning and continuous updates of those environments across all of the 
resources, workflow, and interfaces into the Environment DSL definition. The 
output of this definition is in a YAML format that is based on the TOSCA (Topology 
Orchestration Specification for Cloud Applications). 

Figure 3: Out of the box plugins and environments

Figure 4: Environments as a nested blueprint 

http://Out of the box plugins and environment catalog - Cloudify comes with a set of out of the box plugins that integrates with a large number of automation frameworks out of the box. Cloudify also comes with a predefined set of out of the box environments that will shorten the time it takes to automate an end to end environment from weeks and months to hours and days.
https://docs.cloudify.co/latest/trial_getting_started/introduction_to_blueprints/writing_blueprint/


Introduction to Cloudify 7

Intent Based Workflow

Cloudify Manager

CI/CD Integration

ServiceNow Integration

Cloudify uses the topology definition in the Environment DSL to auto-generate the 
life cycle management workflow. For example, the install workflow runs through 
the dependency graph and executes the install operations on each node. The 
uninstall will do the exact same thing just in the reverse order. Cloudify also allows 
users to define their own custom workflow to interact with the system as part of 
the day-2 operation.

Cloudify supports multiple 
execution methods starting 
from SSH using Fabric and 
script as well as using a 
configuration management 
platform such as Ansible. In this 
way users get consistent life 
cycle management across all 
of his orchestration domains. 
In addition, this auto-generated 
workflow makes it significantly 
more resilient to infrastructure 
drifts or topology changes. 

The Cloudify Manager  is a remote execution and environment management 
service. It provides a single API endpoint to manage your infrastructure resources 
(Terraform, Kubernetes, Ansible, Docker, Scripts, etc). This is done using the 
definition from the blueprint which maps all the lifecycle and workflow operations 
of all the environment components.

The CI/CD integration  provides a GitOps interface that will allow the DevOps 
team to execute the Cloudify remote execution API through Git triggers (commit, 
comment, push, merge, etc). In this way developers don't have to interact directly 
with Cloudify to provision or update their development and testing environment, or 
push an update to an existing environment.

The Cloudify integration with ServiceNow - Allows IT teams to provision the 
environment through the ServiceNow ITSM service catalog, customize policy 
and workflow in a low-code style using the ServiceNow flow designer, and govern 
those environments through ITOM policy management.

Figure 5: Environments as a nested blueprint 

https://docs.cloudify.co/latest/working_with/workflows/
https://docs.cloudify.co/latest/working_with/manager/
https://docs.cloudify.co/latest/working_with/integration/
https://docs.cloudify.co/latest/working_with/service_now/
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Breaking silos between IT and DevOps
One of the key benefits of having Cloudify as a common execution layer between DevOps and ITSM is that it allows 
both the DevOps and IT to share the same environment and collaborate between the daily continuous development, 
and the IT governance responsibility without conflicting with one another. In this way users would have the choice to 
provision a given environment from their CI/CD pipeline, ServiceNow catalog, or directly through the UI and share the 
state access to this environment.  
Further to that, users can use CI/CD for handling their development tasks and use ServiceNow for handling the 
approval process, cost management, governance, etc.

A great example of that is a close loop governance use case where a developer can provision an environment through 
his own pipeline and that will automatically trigger a scan policy to verify that these environments comply with the 
organization policy.

Figure 6: Close loop governance 
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Key features 

A Single Place to Manage All Your Environment Resources
The Cloudify catalog is a repository that allows you to manage all your resources 
and environments in one place. A resource can be Infrastructure as Code 
resources based on Terraform, CloudFormation, Azure ARM, Kubernetes Clusters 
such as EKS, AKS, GKE, Configuration management such as Ansible, Docker 
images, VM based resources, etc.

The default catalog already comes with more than 130 standalone services of all 
kinds and a set of certified environments which covers more complex use cases 
such as Multi-Region Kubernetes for DR purposes as well as an out of the box 
example of a cost optimized development and production environment.

Figure 7: Self Service Catalog 



Introduction to Cloudify 10

Continuous update and day-2 operation workflow 
at the environment level 
The Cloudify catalog is a repository that allows you to manage all your resources 
and environments in one place. A resource can be IaC resources based on 
Terraform, CloudFormation, Azure ARM, Kubernetes Clusters such as EKS, AKS, 
GKE, Configuration management such as Ansible, docker images, VM based 
resources, etc.

The default catalog already comes with more than 130 standalone services of all 
kinds and a set of certified environments which covers more complex use cases 
such as Multi-Region Kubernetes for DR purposes as well as an out of the box 
example of a cost optimized development and production environment.

Figure 8: Consistent update workflow across all the environment resources
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Optimization for managing Kubernetes and 
Terraform based environments 
Kubernetes and Terraform based environments are often highly distributed and 
dynamic environments therefore managing those environments through a static 
CI/CD pipeline requires continuous modification and maintenance to adapt to the 
changes in the underlying environments.  

Terraform users can use Cloudify for a remote and concurrent execution, 
monitoring, drift management, and state management of your Terraform Modules.

Cloudify integration with other IaC frameworks such as AWS Cloud Formation 
and Azure ARM provides a consistent interface for handling the provisioning and 
continuous update of resources that are managed by those frameworks and also 
allows to mix and match between them as part of a single environment definition.
This allows users to avoid re-inventing the wheel and leverage as much as 
possible resources that have already been automated regardless of the tool which 
they have been automated with.

For more information on Cloudify and Terraform integration start here.

Figure 9: Managing your exiting IaC modules

Built in Infrastructure management plugins

Self Service Infrastructure management

1. Import your module
Select from marketplace Workflow execution Topology view

State file management

Log AgrigationSelect from Git

2. Apply 3. Manage

https://docs.cloudify.co/latest/trial_getting_started/ft_start/
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Managing multi Kubernetes cluster environments
Cloudify provides out of the box support for EKS, AKS, and GKE. Cloudify's ability to support a different set of orchestration 
tools and infrastructure allows users to choose the right tool for the job. In this case, users can choose to provision a 
Kuberentes cluster through Terraform or the native cloud orchestration such as Cloud Formation or Azure ARM. 

Cloudify also comes with out of the box Kubernetes discovery tools which allows discovery of existing clusters and adds 
them automatically as a managed environment in Cloudify.

The Cloudify Kubernetes plugin provides a consistent way to interact with any cluster regardless of how and 
where it has been provisioned. This is specifically useful to handle day-2 operation on those clusters such as drift 
detection or management.

Cloudify also provides a built-in Helm plugin that handles the deployment and provisioning of Kubernetes 
services themselves. 

Figure 10: Built in kubernetes discovery

Figure 11: Multi Kubernetes Cluster Support

Self Service Multi Kubernetes management

1. Select / Discover your Cluster 2. Manage 2. Deploy

https://docs.cloudify.co/latest/working_with/official_plugins/orchestration/kubernetes/
https://docs.cloudify.co/latest/working_with/official_plugins/orchestration/helm/


Introduction to Cloudify 13

Managing the entire Kubernetes environment stack

GitOps Ready  - Your environment managed as code 

This enables users to provision the entire Kubernetes environment and not just 
the Kubernetes cluster itself. Often this includes services like DBaaS, Network 
configuration, or Storage as shown in the diagram below.

Cloudify integration with CI/CD platforms such as Git Action allows users to 
trigger any provisioning and update operations implicitly by mapping between 
Git built-in workflows and approval processes like pull, push, or merge to the 
respective cloudify API which is associated with this deployment.

Figure 12: Managing the entire Kubernetes Environment

Figure 11: Managing your environment as code

Common Stack

kubernetes 
Cluster

kubernetes 
Environment

Wait for Approval

Execute the apply workflow

Show State File

https://docs.cloudify.co/latest/trial_getting_started/examples/multi_cloud/multi-cloud_nodejs_example/
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Adding DevSecOps support for your entire environment 

"One employee selected the 
worng EC2 instance, and it 
cost the company nearly 
40,000$ over the course of 
a couple of days.

One of the key challenges of managing IaC is that any misconfiguration can have a 
significant impact as can be seen in the example below:

Danny Zalkind, Kenshoo
DevOps group Manager

The most effective way to protect from such misconfiguration is to detect them as early as possible in the development 
process - this is known also as the Shift Left Approach.

Cloudify 6.4 comes with a new built-in support for a number of such validation tools that can now be integrated as part of 
the environment definition. Currently this includes IaC configuration management such as Terragrunt, Syntax validation 
such as TFLint, static code analysis and security validation such as tfsec, tagging validation through terratags, and cost 
estimation analysis such as infracost.

Figure 12: Misconfiguration can have significant impact

Figure 13: Embedding DevSecOps at the environment level

Internal users have 
left cloud-based GPUs 
spinning after work on 
them has stopped."

https://en.wikipedia.org/wiki/Shift-left_testing
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Figure 14: Managing your entire environments with Terraform Atlantis 

A ‘Terraform Atlantis experience’ for your 
entire environment
Terraform Atlantis is a remote execution service that is used to trigger Terraform 
operation through git triggers. 

Cloudify integration with Git Action takes a similar approach but in a way that is 
not limited only to Terraform but could be applied to the entire environment.

Using Git Actions as the workflow engine to trigger environment actions gives 
users the flexibility to customize the actual behavior of those actions and not be 
limited to out of the box behaviors. It also enables them to integrate natively with 
the way Git Actions handles the approval process for those environments.

Coupled with the Shift Left DevSecOps tools mentioned above, users can now get 
their entire environment managed and fully validated  as code.

https://www.runatlantis.io


Introduction to Cloudify 16

Configuration management

Managing environment at scale

Cloudify comes with out of the box configuration management plugins and infrastructure plugins. In this way users 
can create an infrastructure using Terraform and then pass in the output of this environment into Ansible to setup the 
configuration of this infrastructure as illustrated in the diagram below:

The traditional approach of having a central infrastructure team for managing the entire infrastructure for the 
organization doesn’t work on a cloud scale. 
The more common practice is that each team gets direct access to the cloud infrastructure environment. The central 
team is responsible for governing those environments and ensuring consistency in the way the different teams use 
those resources.

• The ‘typical’ use cases for supporting multiple environments can be  
driven by different needs:

• To separate environments between applications and teams 

• To separate between deployment stages, as in the case of 
development and production

• To regulate compliance, separating environments per region 

• Multi Cloud. Support environments on multiple clouds including hybrid, 
public, and private clouds

• Edge/IoT. Manage environments across many distributed locations

Figure 15: Combining infrastructure and configuration management as part of an environment setup

Built in Configuration management plugins

Integrated with the rest of the  Infrastructure lifecycle

Deploy 
NFrastracture

Configure 
Applications

https://docs.cloudify.co/latest/working_with/official_plugins/configuration/
https://docs.cloudify.co/latest/working_with/official_plugins/infrastructure/
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This leads quickly to a scale challenge of how to manage many environments.

• Avoiding duplication between environments  

Many instances of the same environment can be driven by the same environment stack but uses different 
configuration to run this stack. Cloudify uses a hierarchical environment organization that provides:  

 � Clear separation between cloud and specific application environment
 � Reusability - same cloud setup across many deployment environment

 � Same application environment across multiple cloud environments

• Bulk update of multiple environments 

 � Scale, configure, and change multiple environments using a single command
 � Ad-hoc filtering based on label

 � Transactional workflow

• Monitoring 

 � Consolidated view

 � Hierarchical view

• Map view 

Cloudify helps to reduce the complexity of managing multiple environments in 
the following ways:

Figure 16: Environment at scale
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Optimized to run in the most secure environment 

Lightweight developer stack

Security is one of the top challenges when it comes to running sensitive data 
on public cloud infrastructure. Highly secured environments are often run on an 
air gapped environment where there is no direct access to the internet or on a 
segregated network that is also isolated from the public internet.
  

Cloudify was configured to run in such an isolated and secured environment 
by the fact that it can be downloaded and run in offline mode. It can also be 
configured to run all its resources locally without relying on downloading any 
online resources.

Cloudify comes with a single container version that can run on any desktop 
or development environments. Users can also run Cloudify as a light weight 
Kubernetes service.

Moving from a lightweight development environment to a fully production 
environment is seamless.
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Putting it all together: A Development 
and Production example
In this example, we use an environment stack which is based on Kubernetes, 
Postgres as the DB, and S3 as the storage system. Each of those services is 
referenced by a separate service component. 

The exact blueprint per component is determined at runtime based on the 
environment type.

In the case of a development environment, we are using a single instance per 
service and can also run all those services in a single VM. In the production 
case, we are using a fully managed version of those services with EKS as the 
Kubernetes cluster, RDS as the managed DB, and S3 as the managed storage 
services as illustrated in the diagram below.

One of the additional benefits that comes with this flexibility is the ability to 
optimize the environment for the right job. In the example above, running the 
development environment on a single VM could be 10X more efficient in cost than 
on a production environment.

You can learn more on how to run and use this environment here.

CI/CD

Network DB Storage

Common Stack

Cost Optimized Stack Availability Optimized Stack

https://docs.cloudify.co/latest/trial_getting_started/examples/eaas/
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The developer perspective: Simplifying 
your development pipeline complexity
So far we've been covering the need and definition of managing 
the development and testing environments as a product or 
service. Creating such an environment is normally the task of 
the DevOps teams and CooE teams. 

Most developers are tasked with developing the application 
itself and are therefore a consumer of that environment. For 
those developers the details of how this environment has been 
constructed, configured, or maintained often distracts them 
from their main task. 

Cloudify now addresses this challenge by offloading the 
environment management from the application development 
pipeline and by doing so, the development, testing, provisioning, 
and ongoing updates of the environment is done through a single 

Figure 17: Offloading the environment management from the development pipeline 

pipeline command that gets delegated to Cloudify which sets 
up the entire resources needed to run the environment. 

The environments encapsulate all the governance policies as 
well as the ongoing continuous update workflow in one place 
which makes it much easier to maintain. It also provides a 
clean boundary between the development pipeline and the 
ongoing infrastructure management.

This greatly simplifies the way we can create different flavors 
of the same environment for our development and testing 
needs while avoiding duplication as well as handling drift 
management and continuous updates of the environment 
in a way that doesn’t break the application development 
pipeline.

The result of democratization of the developers 

This results in:

Separating the development pipeline from the environment provides a greater 
degree of simplicity to developers but at the same gives them enough room for 
customization without having to wait for DevOps or IT. 

Faster  
testing cycles 

Consistency  
between teams 

Faster  
troubleshooting time

Deployment Pipeline
Manage your Dev Pipeline through CI/CD

Deployment Environment
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Orchestrator of orchestrator

Highly composable environment infrastructure 

Cloudify EaaS is designed from the ground up with extension in mind. Ranging from  
Infrastructure providers, IaC providers, Kubernetes clusters, Helm or Docker packages, 
to configuration management such as Ansible, REST API, Network configuration, etc. 

The secret sauce that enables this level of flexibility consists of the following features:

Built-in integration with infrastructure orchestration domains such as AWS Cloud 
formation, Azure ARM, Ansible, and Terraform which allows users to build an 
environment from existing resources and have them as part of a single automation 
scheme. For example, an environment can be composed of network configuration 
by Terraform, RDS by Cloud Formation, Kubernetes cluster, or  configuration 
management based on Helm. Cloudify also provides a consistent interface for 
handling updates of those resources as part of an update workflow. 

For example, if a change was made to the RDS which uses Cloud Formation and 
the network which is defined by Terraform can be updated together through a 
single update workflow. Cloudify in return, will know to call the appropriate update 
operation for each of those plugins. 

Service Composition Domain-Specific Language (DSL) enables modeling of 
a composite service which is composed of multiple orchestration domains. 
It provides a consistent way to pass input/output between those domains as 
well as define dependency and relationship.

Cloudify's Secret Sauce is Extensible by 
Design, Extreme Scale

https://docs.cloudify.co/5.0.5/working_with/official_plugins/infrastructure/aws/#cloudify-nodes-aws-cloudformation-stack
https://docs.cloudify.co/5.0.5/working_with/official_plugins/infrastructure/azure/
https://docs.cloudify.co/5.0.5/working_with/official_plugins/orchestration/ansible/
https://docs.cloudify.co/5.0.5/working_with/official_plugins/orchestration/terraform/
https://docs.cloudify.co/5.0.5/working_with/service_composition/
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Dynamic environment management

Customizable service portal

Environments in Cloudify allows a separation between the environment 
configuration and the specific application deployment.

Cloudify comes with a highly customizable and service portal which supports 
white labeling. It also comes with a rich set of react based widget SDK. This will 
allow users to create custom pages, widgets, and provide integrated backend 
support including RBAC and JavaScript libraries that provides a UI abstraction on 
top of the Cloudify REST API. 

This will allow users to deploy the same deployment in multiple environments. 
The deployment will get injected with the specific authentication and environment 
configuration inputs on the fly as it gets deployed on that environment. The 
separation between environment and deployments also enables to simplify the 
maintenance of deployment at scale using bulk operation as well as discover 
existing environments using auto-discovery. 

https://docs.cloudify.co/latest/working_with/console/widgets/


Optimized for handling highly distributed and 
heterogeneous environments

Why Cloudify?

The best way to understand Cloudify is to 
follow the getting started examples:

Cloudify is optimized to address the needs of highly distributed and 
heterogeneous deployments such as new AI and ML, as well as IoT. These 
deployments are becoming more common with many next-generation enterprise 
applications.  You can read more in this post.

Heterogeneous
(VM, Cloude Native, 
servless, SaaS, Legacy)

Homogeneous

Centrailsed

Multi Site Clusters 
Deployment

Multi Cloud

Edge

Distributed
(Multi site / Cloud / Edge)

 �Writing your first blueprint - illustrates the most basic concept behind the Cloudify blueprint.

 � Getting started with Terraform - a step by step guide to run your Terraform modules without writing 

any additional blueprint.

 � Getting started with Kubernetes - learn how to create a Kubernetes cluster and how to deploy a 

Kubernetes service on that cluster using Cloudify.

 � Getting started with Multi Cloud - a step by step guide on how to use the Cloudify platform with 

Multi Cloud?

 � Getting started with ServiceNow - learn how to turn your infrastructure into a self service 

environment through ServiceNow integration.

Getting started
To get started with Cloudify simply choose the free trial or download Cloudify to your desktop. 

Click here to learn more >>

https://cloudify.co/blog/an-open-multi-kubernetes-cluster-with-aws-eks-anywhere-and-cloudify-eaas/
https://docs.cloudify.co/latest/trial_getting_started/introduction_to_blueprints/
https://docs.cloudify.co/latest/trial_getting_started/ft_start/
https://docs.cloudify.co/latest/trial_getting_started/examples_k8s/
https://docs.cloudify.co/latest/trial_getting_started/examples/
https://docs.cloudify.co/latest/working_with/service_now/
https://cloudify.co/download/
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Appendix A:  
Key Concept and Terminology

Blueprint 

A blueprint in Cloudify defines an automation plan. It is written in a YAML 
format and is based on the TOSCA specification.

Environment 

a special instance of a deployment that is used as a container for other 
deployments. It contains configuration information such as cloud 
credentials, and end point references that are shared with all of its contained 
deployments.

Deployment

a specific instance of a blueprint that was created based on a specific set of 
input configuration.

Nested Deployments (ServiceComponent)

a composition of multiple deployments under one blueprint.

Workflow

a set of tasks that are generated based on the state information that is 
gathered from a specific deployment.

Plugin

plugin is basically a resource library that  maps between a resource API and 
its YAML representation in the blueprint.

Secret

a special key/value store that maintains an encrypted version of its data.

Input/Output

user defined configuration that is passed to a deployment.

https://docs.cloudify.co/latest/trial_getting_started/introduction_to_blueprints/
https://docs.cloudify.co/latest/working_with/console/pages/environments-page/
https://docs.cloudify.co/latest/working_with/console/widgets/deployments/
https://docs.cloudify.co/latest/developer/blueprints/spec-secretstore/
https://docs.cloudify.co/latest/developer/blueprints/spec-workflows/
https://docs.cloudify.co/latest/working_with/official_plugins/
https://docs.cloudify.co/latest/developer/blueprints/spec-secretstore/
https://docs.cloudify.co/latest/developer/blueprints/spec-outputs/

